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An I RS report: Safeguarding |EVS Tax Information was recently issued after
an | RS security review of state and | ocal departnents of social services.
In general the reviewed offices were in conpliance wth IRS security
gui delines found in 87 ADM 37 Conputer Matching of IRS Unearned |ncone and
88 | NF-72 Questions and Answers on |IRS 1099 Recoveries. Severa
recomendati ons were nade however for areas of |ess than adequate adherance
to the guidelines.

Districts should use the follow ng reconmendations to acconplish conpliance
with the findings listed in the IRS report.

Reconmrendat i ons

l. Mai ntai ning a Secure Place for Tax Return Infornation

The Internal Revenue Code (IRC) 6103(p)(4)(8) requires that tax
return information be stored in a secure area or place.

Ofices visited by IRS reviewers had good perineter security with
guard service and al arm syst ens. However in sone of the visited
facilities, cleaning crews sonetines perforned their activities in
areas where tax return information was left unlocked at such tines
t hat no agency staff was present to preclude access to the
i nformation.

Districts should either arrange for |locking file cabinets, dr awers,
etc. and require that tax return information be | ocked away after
hours or make arrangenents for custodial staff to only have access to
those areas during working hours when staff is present.

1. Vi deo Tape Entitled "Safeguarding Cient 1099 Tax Infornation -
An Enpl oyee Awar eness Revi ew"

Benefici ary Earni ng Exchange Record System ( BEERS)

The I RS report stated that the video is technically accurate, and
wel | presented. It was pointed out, however, that the video does not
nention that BEERS contains tax return information and requires
commensurate saf eguardi ng. Wil e the subject of BEERS security is
covered in 88-INF 72 Questions and Answers on I RS 1099 Resources (Q &
A. #4) and in various transmittal letters, the IRS reviewindicated
that sone staff were unaware that BEERS infornmation requires the sane
security as 1099 data. Al so sone staff who may cone into contact
with 1099 or BEERS information had not seen the video.

Each district should nake certain that the video (approximately 11
mnutes) is shown to all enployees who may cone into contact with
1099 or BEERS infornmation. After each showing a statenent should be
made that BEERS information be treated the same as 1099 data insofar
as security is concerned.
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A copy of the video was transmtted to each district. If the video
cannot be located or iif there are any questions call the contact
person shown on the cover sheet.

Enpl oyee Awar eness-Security

The revi ewers expressed concern that sonme districts had not taken
advantage of available confidentiality training. The report
states that "since awareness training is a prime defense agai nst
unaut hori zed di scl osure, local jurisdictions should nmake full use of
the NYSDSS support efforts in this area."

A training curriculum is being developed for the Incone and

Eligibility Verification System (IEVS). I ncluded i s the subject of
security and confidentiality of tax return infornmation. To avoid
criticismin the future, it is encouraged that training be schedul ed

by calling the contact person.

NELSON M WAEI NSTOCK
Deputy Conmi ssi oner
for Administration



