Use and Safequarding of Protected Information

Legal and Regulatory References

The Federal and State statutory, regulatory and policy requirements related to information
security, confidentiality, privacy and compliance include the following, as amended:

Child Support

General rules: 42 U.S.C. § 654(26); 45 C.F.R. § 303.21; SSL § 111-v; 18 NYCRR 346.1(e),
347.19

Child Support Systems data: 42 U.S.C. § 654a, (d); 45 C.F.R. § 307.13; SSL § 111-v
Domestic Violence Indicators: 42 U.S.C. § 653(b)(2); 42 U.S.C. § 654(26)(e); SSL § 111-v
Federal and State Case Registry: 42 U.S.C. 88 653(h), (m); 42 U.S.C. § 654a(e)

Federal Parent Locator Service/State Parent Locator Service: 42 U.S.C. 88 653(b), (I), (m); 42
U.S.C. 8§ 654(8); 42 U.S.C. § 663; SSL § 111-b(4)

Financial Institution records: 42 U.S.C. § 666(a)(17); 42 U.S.C. § 669a(b); SSL § 111-0
Government Agency and Private records: 42 U.S.C. § 666(c)(1)(D); SSL § 111-s

IRS and State Tax Information: 26 U.S.C. § 6103(p)(4)(C); 26 U.S.C. 88 6103(l)(6), (8); 26
U.S.C. § 6103(1)(10)(B); NY Tax Law 88 697(e)(3), 1825; SSL 8§ 111-b(13)(b); See also IRS
Publication 1075: Tax Information Security Guidelines for Federal, State, and Local Agencies,
available at www.irs.gov/publ/irs-pdf/p1075.pdf

The most current Corrective Action Plan, and any updates, prepared in response to the most
recent IRS Security Review Report, and any future IRS Security Review Reports

The most current Security Agreement, Security Addendum and attached Plan of Actions and
Milestones, and any amendments, executed by OTDA and ITS

New Hires Data: 42 U.S.C. § 653(i); 42 U.S.C. § 653a(h); SSL § 111-m

Public Assistance

Fair Hearing Records: 45 C.F.R. § 205.10(a)(19); 18 NYCRR 358-3.7; 18 NYCRR 358-4.3; 18
NYCRR 358-5.11(b); 18 NYCRR 387.2(j)

General rules: 42 USC § 602(a)(1)(A)(iv); SSL 88§ 20(3)(h) and (i) and 136; 18 NYCRR 88 357
& 358-5.11; 2018 - 2020 TANF State Plan (https://otda.ny.gov/policy/tanf/ TANF2018-State-
Plan.pdf

IRS and State Tax Information: 26 U.S.C. § 6103; SSL § 23; 136-a(2); NY Tax Law § 697(e)(3);
See also IRS Publication 1075: Tax Information Security Guidelines for Federal, State, and
Local Agencies, available at www.irs.gov/pub/irs-pdf/p1075.pdf

Welfare Management System (WMS) data: SSL §8§ 21(2)-(5)

Income and Eligibility Verification System (IEVS): 42 USC 8§ 1320 b-7 (a)(4) & (5), (¢)
Substance Abuse Confidentiality: 42 U.S.C. § 290 dd-2

Mental Health Confidentiality: Mental Hygiene Law § 33.13

Unemployment Insurance Benefits (UIB): 42 U.S.C. § 1320-b7; 20 CFR § 603; NYS Labor Law
§ 537

Domestic Violence Residential and Non-Residential Programs: 18 NYCRR 88 452.10 and
462.9
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Home Energy Assistance Program (HEAP)
e General Rules: 2016-2017 HEAP State Plan, Section 17.6

Supplemental Security Income (SSI) Additional State Payments

e Confidentiality: 18 NYCRR 88 398-13.1 through 13.4
e File Retention: 18 NYCRR § 398-14.1

Medical Assistance

o General rules: 42 U.S.C. § 1396a (a)(7), amended by Pub. L. No. 113-67, 127 Stat. 1165
(2013); 42 C.F.R. 8 431.300 et seq.; SSL 88 136, 367-b(4), 369(4); 18 NYCRR 357.1 — 357.6;
18 NYCRR 360-8; Public Health Law § 2782 (AIDS information)

e HIPAA regulations: 45 C.F.R. pt. 160; 45 C.F.R. pt. 164

Supplemental Nutrition Assistance Program (SNAP)

e General Rules: 7 U.S.C. § 2020(e)(8); 7 C.F.R. § 272.1(c); 7 C.F.R. 8§ 278.1(q); 18 NYCRR
387.2(j); 18 NYCRR 357

Shelters for Adults
e Records and reports: 18 NYCRR 485.11(f); 18 NYCRR 491.14(f)

Shelters for Families with Children
¢ Confidentiality of HIV and AIDS related information: 18 NYCRR 900.19

Other Statutes and Policies

¢ Criminal Offenses involving Computers (including governmental and personal records): NY
Penal Law art. 156

e Freedom of Information Law: NYS Public Officers Law, Article 6, 88 84 — 90

e Security Breach and Notification Act: State Technology Law 88 201-208; NYS General
Business Law § 899-aa

e Personal Privacy Protection Law: NYS Public Officers Law, Article 6-A, 88 91 — 99

e State Archives and Records Administration: Arts and Cultural Affairs Law §8 57.05 and 57.25
New York State Information Technology Policies, Standards, and Guidelines:
https://its.ny.gov/tables/technologypolicyindex
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